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1
Decision/action requested

It is proposed to include the changes of this pCR to the TR 33.737.
2
References

[1]
3GPP TR 33.737: "Study on Authentication and Key Management for Applications (AKMA) phase 2"
3
Rationale

If the serving network supports AKMA then the AAnF in the serving network is supposed to serve the UEs of the serving network and its deployment is dependent on RID planning in the serving network, e.g. discovery and selection of AAnF in the serving network needs to consider the RID of the serving network. Moreover, as outlined in clause 4 a VPLMN AF or an external AF always connects to the HPLMN AAnF to get the KAF.  Therefore, the AAnF in the visited network only supports the AKMA procedures for the UEs which belong to the VPLMN. 

If the serving network does not support AKMA an essential architecture component is a procedure for the Home Network to detect whether or not there is an AKMA Support NF which enables LI for inbound roamers.
The location of the storage of the AKMA related keys and parameters of the UE in the VPLMN is dependent on the mobility of the UE and therefore such information is dynamic and UE specific. 

Several solutions in the existing specification propose to use SN-ID provided in the authentication procedure path as a piece of information provided to the HPLMN to detect that the UE is roaming. However, a more reliable source of information for the VPLMN that the UE is in, is the UDM since the UDM keeps track of the information about the AMF with which the UE has registered. If the UE has registered to multiple PLMNs the UDM has this knowledge and can provide this to the AKMA AF or AAnF. The AF and AAnF may decide to send one or multiple VPLMNs the AKMA related keys to enable LI in the VPLMNs. The solutions which use the SN-ID from the primary authentication will only contain the latest SN-ID from the latest primary authentication. 
This solution proposes that the AMF is configured or dynamically discovers the AKMA Support NF in the VPLMN which enables LI and sends this information to the UDM when it registers the UE to the UDM. Any other NF in the HPLMN can discover the UE VPLMN information as well as the address of the AKMA NF enabling LI in the VPLMN (if any).  
This solution also proposes that the AAnF could be used as the proxy in the HPLMN to push any AKMA related keys from itself or the AF. 

4
Detailed proposal

*** BEGIN CHANGES ***
6.X
Solution #X: AKMA roaming with VPLMN AKMA Support NF for inbound roamers
6.X.1
Introduction

The solution addresses case #1 (UE roaming and accessing internal HPLMN AF) and case #3 (UE roaming and accessing an external AF in the Data Network of KI#1. 

It uses the principle that the UDM knows the VPLMN(s) that the UE is roaming after the AMF which handles the UE registers to the UDM. 

If the UE has registered to multiple PLMNs the UDM has this knowledge and provide this to the AKMA AF or AAnF. The AF and AAnF may decide to send one or multiple VPLMNs the AKMA related keys and parameter to enable LI in the VPLMNs. 

This solution proposes that the AMF is configured with or dynamically discovers the AKMA Support NF (ASNF) in the VPLMN which enables LI, and sends this information to the UDM when it registers the UE to the UDM. Any other NF in the HPLMN can discover the UE VPLMN information as well as the address of the AKMA Support NF enabling LI in the VPLMN (if any).  

This solution also proposes that the AAnF could be used as the proxy in the HPLMN to push any AKMA related keys from itself or the AF. 

6.X.2
Solution details
Editor's Note: Whether the address of the ASNF or an indication that the VPLMN supports AKMA is sent to the HPLMN is FFS. 
Figure 6.X.2-1 provides the sequence diagram of the solution. The ASNF is the AKMA Support Network Function in the VPLMN. The ASNF represents an AKMA NF enabling LI which stores AKMA related key material and parameters. The ASNF can be any existing NF (AMF, AAnF, UPF) or part of an existing NF or a new NF. 
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Figure 6.X.2-1: Solution sequence diagram

0.
The UE registers to the network. If a primary authentication procedure is required, steps 0a - 1 are executed. The AKMA Anchor Key (KAKMA) is generated as defined in TS 33.535 [2].

1.
The AAnF optionally sends a request to the UDM to obtain the UE roaming information. The message contains the SUPI of UE, possibly with an indication to retrieve the AKMA ASNF information. The AAnF subscribes to the UDM on updates of UE roaming information.


The UDM optionally sends the UE roaming information to AAnF. The message contains the UE SUPI, the UE roaming information e.g., PLMN ID of visited network, ASNF address (if available). If the UE is not registered in UDM yet or registered over more than one visiting PLMNs, there could be zero or multiple sets of such information in the response message.


NOTE 1:
According to TS 23.501[XX], 4.2.8.2.2, the UE can be registered in two VPLMNs. 

2.
In the general case (of the ANSF being a standalone NF or integrated to other NFs) the AMF obtains the address of ASNF via the NRF or local configuration. The AMF sends Nudm_UECM_Registration to UDM for the UE. The message contains the UE SUPI, serving PLMN ID, and ASNF address. The UE registration information is updated and stored in the UDM.

3.
The UDM optionally sends the UE roaming information Update to the AAnF. The message contains the UE SUPI, PLMN ID(s) of visited network(s) and ASNF address(s). 
4a.
The UE initiates communication with the AF via the Application Session Establishment Request message.

4b.
The AF requests the AF key (KAF) from the AAnF, possibly via NEF. 

4c.
The AAnF generates AF key (KAF) and returns the key to the AF as specified in TS 33.535 [2]. 


The AAnF now have AKMA related key material and parameters KAF and the information used for key derivation thereof. 

4d.
In the AF key response message, the AAnF may include possibly with an indication to request the AF to report any AF key material and parameters.

NOTE 2:
If the AF is in the Data Network (Internet), whether the AF can process this request for key material or whether the AF will provide the key material to the AAnF depends upon the HPLMN and AF provider agreements. 

5. 
The AKMA application session between UE and AF is established and protected. The communication could be protected by the KAF or key material derived from the KAF or other key material derived in the AF. 


The AF has now KAF, any security material derived from KAF or other key material derived in the AF, the information used for keys derivation thereof including selected encryption algorithms, cipher suites, input for ciphering: key(s), nonce(s), counter(s) etc. 

5b.
The AAnF optionally requests from the latest roaming information (if any) from the UDM and subscribes to these changes as Step 1. 

NOTE 3:
Step 1 is optional, and it shows the proactive aspect of the solution i.e. every time there is change of information in the UDM the AAnF is notified. However, the roaming information in the AAnF for a specific UE will not be needed if UE does not setup any AKMA session. Therefore, it could be better for the AAnF to request roaming information and changes after the AKMA session establishment response as it is performed in this step.   

6.
The AAnF obtains the ASNF address for the UE (e.g. received from step 1 and/or step 3) and sends a message e.g. AKMA Cryptographic Information Report to the ASNF(s). The message contains the UE ID (e.g. SUPI), and cryptographic information such as KAF, derived keys from KAF or any other keys and parameters used to protect the communication between the UE and the AF.

7. 
The AF sends a message to the AAnF potentially via NEF, e.g. AF Cryptographic Information Report, to provide or update the keys and parameters to the AAnF. The message contains for example the UE ID, keys and parameters used to derive AKMA application session keys.

NOTE 4:
Step 7 can take place before or after step 5 and it can happen in parallel or after step 6

8.
If any cryptographic information (used for the protection of the AKMA session between the UE and AF) is updated in AAnF, the AAnF sends a message e.g., AKMA Cryptographic Information Update to ASNF(s). The message contains UE ID (e.g., SUPI), and cryptographic information such as selected encryption algorithms, cipher suites, input for ciphering: key(s), nonce(s), counter(s) etc.


Now the ASNF(s) has/have the AKMA cryptographic information for the UE and perform(s) necessary regulatory actions accordingly.

Editor's Note: It is FFS how the selection of the ASNF is performed if the there are multiple ASNF(s) in the network  

6.X.2
Evaluation

The solution addresses Key Issue #1: Support for AKMA roaming scenario, case #1 (UE roaming and accessing internal HPLMN AF) and case #3 (UE roaming and accessing an external AF in the Data Network.

The solution proposes that the AMF discovers the AKMA related function in the VPLMN which enables LI (AKMA Support Network Function, ASNF) and provides the address of such function to the UDM in the HPLMN. The AAnF subscribes to the UDM for the address of the ASNF in the VPLMN. Whenever the UE changes VPLMN the UDM gets this information from the AMF via Nudm_UECM_Registration. The AF provides keys and related parameters for the protection of the AKMA session between a UE and AF to the AAnF and the AAnF forwards this information to the ASNF in the VPLMN. For the case of multiple registrations, the AAnF has the information from the UDM and provides the related key material and parameters to all the VPLMN(s).

The ASNF can be any existing NF (AMF, AAnF, UPF) or part of an existing NF or a new NF.
The solution has impact on the AMF in the VPLMN, the UDM, the AAnF. 
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